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Abstract—Access to electric power is critical to societal welfare.
In this paper, we analyze the interaction between a defender and a
terrorist who threatens the operation of an electric power system.
The defender wants to find a strategic defense to minimize the con-
sequences of an attack. Both parties have limited budgets and be-
have in their own self-interest. The problem is formulated as a
multi-level mixed-integer programming problem. A Tabu Search
with an embedded greedy algorithm for the attack problem is im-
plemented to find the optimum defense strategy. We apply the al-
gorithm to a 24-bus network for a combination of four different
defense budgets, three attack budgets, and three assumptions as to
how the terrorists craft their attacks.

Index Terms—Decision support system, game theory, load flow
analysis, power system security, systems engineering.

NOMENCLATURE

A. Model Parameters

T Set of transmission lines and transformers
(assumed to be directed to facilitate
formulation).

B Set of buses.

L Set of transformers.

S Set of substations.

E Set of generators.

05 Cost of adding c;; units to transmission line
(i, ).

b? Cost of adding g, units to generator g.

MA Terrorist’s budget.

MP Defender’s budget.

Cf Per-unit cost for generation using generator g.

Cij Size of capacity increments that can be added to
transmission line (4, 7).

CzL Cost to replace interdicted transformer /.

Manuscript received July 22, 2010; revised December 01, 2010, March 17,
2011, and May 17, 2011; accepted May 25, 2011. This work was supported in
part by DOE grant DESC0002283. Sandia is a multiprogram laboratory oper-
ated by Sandia Corporation, a Lockheed Martin Company, for the United States
Department of Energy’s National Nuclear Security Administration under con-
tract DE-AC04-94AL85000. Paper no. TPWRS-00592-2010.

N. Romero, N. Xu, and L. K. Nozick are with the School of Civil and En-
vironmental Engineering, Cornell University, Ithaca, NY 14853 USA (e-mail:
nr229 @cornell.edu; Ikn3 @cornell.edu).

I. Dobson is with the Department of Electrical and Computer Engineering,
University of Wisconsin, Madison, WI 53706 USA.

D. Jones is with the Sandia National Laboratories, Albuquerque, NM 87185-
1138 USA.

Digital Object Identifier 10.1109/TPWRS.2011.2159138

D;

A
€ij
A

J s

D
s

Gm

g

D
h!]

67 (¢)
I
0

Demand at bus .

Cost of attacking transmission line (¢, 7).
Cost of attacking substation s.

Cost of protecting substation s.

Capacity of generator g.

Cost of protecting generator g.

Cost of attacking generator g.

Unit purchasing cost of transformer [.
Stage of recovery, k € {1,2,3,4}.
Reactance for transmission line (4, 7).
Capacity of line (4, 7).

Increments of capacity that can be added to

generator g.
Cost of repairing substation s.

Cost of repairing transmission line (%, j).
Cost of repairing generator g.
Substation where bus ¢ is located.

Unit load-shedding cost at bus z.

Time to complete stage k.

Binary parameter, 1 indicates a transformer;
otherwise indicates a transmission line.
Set of lines that start in bus «.

Set of lines that end in bus .
Set of generators that are connected to bus 3.

Set of buses in substation s.

(k,1)||(4, ) Transmission line (k, ) is the line sharing right

of way with (4, 7).

B. Defender’s Decision Variables

Vector of binary decision variables, xSD =1
if substation s is protected and O otherwise.

Vector of binary decision variables, ng =1
if generator g is protected and O otherwise.

Vector of integer decision variables, wf

indicates that g, units of capacity are added

to generator g.

vP” = (v]))  Vector of integer decision variables, v}]
indicates that c;; units of capacity are added
to transmission line (4, 7).

HP = (HP) Vector of integer decision variables, H}
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indicates the number of transformers of type

[ purchased.
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C. Terrorist’s Decision Variables

x4 = (z)  Vector of binary decision variables, 7' = 1
if substation s is attacked and O otherwise.

Yyt = (yf}) Vector of binary decision variables, y{? =1

if transmission line (3, 7) is attacked and 0

otherwise.

) Vector of binary decision variables, A =1

g
if generator g is attacked and O otherwise.

D. Power-Link Network Decision Variables

Vector of nonnegative continuous decision
variables, G’g“ indicates the power generated
by generator ¢ in period k.

Vector of continuous decision variables, P,;’;i,
indicates the electric power flows in line
(4, 7) in period k.

Vector of nonnegative continuous decision
variables, U. i"', indicates the load shed at bus
1 in stage k.

Vector of continuous decision variables, 05,
indicates the phase angle at bus ¢ in period k.
Vector of binary decision variables, ;;; = 1
if spare transformers [ is used in line (4, 5)
and O otherwise.

I. INTRODUCTION

ELIBERATE attacks do not occur frequently, but when
D they do, they can be disastrous. From 1999 to 2002,
there were over 150 attacks on electric power systems across
the world [1]. In the United States, there is awareness that it
is important to make these systems more resilient to terrorist
attacks. For example, the National Academies suggests that it is
important to consider protection of key equipment and whether
there should be additional reserve capacity for generation,
transmission, and distribution to promote resiliency to address
these threats [2].

This paper presents a formulation for the problem of a
strategic defender to a carefully crafted attack. We develop
a leader-follower model representation of this strategic inter-
action. The leader determines the protection measures to be
adopted including specific investments to increase operating
margin and the acquisition of spare transformers. The follower
is the terrorist that selects an attack with full knowledge of the
defender investments and the understanding that the operator
will optimize the use of the system after the attack in order to
minimize the consequences of the attack.

Reference [3] describes a range of related models across a
variety of infrastructures focused on a bioterrorist threat. Refer-
ence [4] develops an investment planning model using a linear
dc power flow representation of an electric power transmission
network. They include a range of scenarios for the disruption
and solve for investments in line capacities that minimize the
investment needed to honor all demands under all scenarios.
Reference [5] analyzes the fortification problem for networks.
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They assume different profiles for attacker behavior: destruction
based on capacity of arcs, destruction based on flow, or optimal
behavior to minimize or maximize the flow in the system. Ref-
erence [6] uses a bilevel mixed-integer program to identify the
critical components in a network under terrorist threats. They
use an implicit enumeration algorithm to solve the fortification
problem or upper level. The lower level is formulated as an
r-interdiction median problem. Reference [7] studies different
models and algorithms to solve network interdiction games.

References [8] and [9] develop an interdiction model for
electric power systems, using a set of linear dc power flow
models, with the goal of identifying the attack that would
result in the maximum disruption. Reference [8] develops an
iterative heuristic scheme to identify prices which represent
the value of each component in an attack. They then select
those components which result in the largest estimated damage,
given the prices developed and that are consistent with the
terrorist’s budget. Reference [9] focuses on the same formu-
lation but uses generalized Benders decomposition to create a
heuristic solution procedure. References [10] and [11] develop
a bilevel formulation of the interdiction problem. In [11], the
terrorist’s objective is to cause a maximal amount of load-shed
with the removal of as few lines as possible and the defender
wants to minimize load-shed. References [10] and [11] use the
Karush-Kuhn-Tucker conditions to convert the bilevel formu-
lation into a single level optimization problem. Reference [12]
employs a simple procedure to identify “near-optimal” interdic-
tion strategies for power transmission systems. They consider
attacks only to lines and implement a greedy algorithm. At
each iteration of that algorithm, the line with maximum flow
is identified. This process continues until the budget of the
terrorist is exhausted. Additionally, it explores the benefits
from hardening (protecting) a number of lines that the terrorist
would most likely choose.

Reference [13] uses a stochastic programming formulation to
reinforce and expand a power system with the objective of re-
ducing the impact of a deliberate attack. The attacks are gener-
ated using results from [10] and [11]. Reference [14] analyzes
the expansion plans proposed in [13] in relation to economic
and vulnerability issues. Reference [15] evaluates the benefit of
line switching as a mitigation strategy. They use a genetic algo-
rithm to solve the interdiction problem. Reference [16] analyzes
the vulnerability of a power grid to unintentional and deliberate
outages. The interdiction bilevel mixed-integer problem is trans-
formed into a single level problem using two different methods:
its Karush-Kuhn-Tucker conditions and duality theory. Refer-
ence [17] expands on the defender-attacker problem by focusing
on the amount of information available to attackers when they
form the attack as a mechanism to determine the defenders op-
timal strategy.

We formulate a multi-level mixed-integer programming
problem. The defender’s optimization is solved using a Tabu
Search similar to that presented by [18]. The attack is found
with a greedy algorithm. It has three different variations that
correspond to three assumptions as to how the terrorist will
craft the attack. These assumptions are identified as: capacity
based attack (CBA), maximum flow based attack (MFA), and
greedy attack (GA).
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The defender can allocate a limited budget to protect genera-
tors and substations, to increase generation and line capacity, or
to purchase spare transformers. Terrorists can attack any com-
bination of lines, substations, and/or generation units subject to
their budget constraint. This paper compares the results for three
different assumptions of how terrorists will craft the attack and
four budgets each for the defender and the terrorists using the
one-area IEEE Reliability Test System (RTS)—1996 [19].

This paper can be viewed as an extension of [12] in that it
extends their interdiction problem to consider the performance of
the systems during the entire repair process, not just in the period
right after the attack. It also explores the limitations of a CBA
attack in comparison to GA and MFA crafted attacks. Finally,
we significantly broaden the approach to the investment aspect
of the problems to include opportunities to add operating margin
to the systems as well as to stockpile spares. This paper can also
be viewed as an extension of [8] and [9] in that their focus is
on interdiction under the assumption that it is known how spare
transformers will be used. This is a key element of this analysis;
however, we also focus on the investment elements of the problem
in addition to how to optimally use spares after an attack.

II. APPROACH

A. Formulation

We formulate the defender-attacker-operator problem as a
three-level optimization problem.

The upper level corresponds to the defender’s decision to
minimize the costs after an attack to the power grid through in-
vestments (pre-attack). The intermediate and lower levels are
the interdiction problem. In the interdiction problem, the at-
tacker damages a set of components in the system in order to
optimize her/his interest. However, we assumed that the attacker
knows what the operating strategy would be to minimize the
costs after the attack. The third level corresponds to operator’s
minimization of operating costs after the attack.

The repair process consists of four stages. During the first
stage, all attacked components and those in proximity to at-
tacked components cannot have any flow. During the second
stage, the only lines that are not repaired are those connected
to attacked substations. During the third stage, all substations
components have been repaired except damaged transformers.
In the fourth and final stage, spare transformers are assumed to
be in place.

The linear dc power flow network model is used to estimate
the power flows in the network at each stage during the repair
process and the demands not satisfied. The defender’s objective
is to minimize the sum of the power generation costs, load-shed
costs, and the repair costs by implementing an effective pre-at-
tack investment strategy. The objective of the terrorist is to max-
imize the sum of the power generating costs, load-shed costs,
and repair costs. Both players have limited resources. The ob-
jective of the operator is to minimize the sum of the generation
costs, the load shed costs, and the repair costs for transformers
which are attacked and for which there is not a spare.

B. Power-Flow Optimization Model

The linear dc power flow model formulated below represents
the optimal response of the operator during the recovery pe-

riod. In this model, the investment strategy of the defender is
assumed known to the terrorist. We assume that the operator
observes the defender’s and attacker’s decisions and makes
his decision during these four time periods by minimizing
operating costs during the repair process. Mathematically, for
(x4, y?, 24 P wP, HP), this network optimization problem
is to choose (0, G, P, U, R) that minimizes

D |\ D mUi+ Y G | (= tie)

k=1,2,3,4 \i€B geE
A
22 > D (- Rl (D)
s€S €0, (i,j)€T lEL
subject to

(00 (1 -at) (1-a) (1=ud) TI (1-uvid)
(kD 11(,9)
mij P .
=5 (1,7) €T, 2

(1 + P}ill )

(i,j) €T | 3)
i Py
(93 - 63 <1 - x? ZTijl> o JC D
leL (1+ }J, )
(i,j) €T “)
i PA
(9? - 94 <1 - :EA Z z]l zgl) = i Jc i
leL (1+ }],lm )
(i,5) €T 5)
dai—- > P+ > PE=Di-U,
g€l(i) (i,5)€8% (i) (i,4)€8 (i)
i€eB, k=1,2,34 (6)
0<UF<D;,ieB, k=1,23,4 (7
0<GE< (G +qul)(1-2)), g€ E, k=1,2,34
®)
|P1 (Pm_|_cu )(1—:1: )(1—:1: )(1—y1j)
H (1_ykl)7 (ZJ)ET (9)
(k)11(5.)
P51 < (P + eijvi) )+ (,9) € T10)

i.j) €T (11)

le L]l)

P2 < (P 4 e (

| P ™ 4 cijvy (

wt) (1-a2
g
SN

(i) €T (12)

Y Rp<H,lel (13)
(4,9)ET

Rii=0,1, (3,5) €T, l € L. (14)



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

The objective function given in (1) is the sum of the power
generation, load-shed, and replacement costs (for spare trans-
formers for which there are no spares). Constraints (2)—(5) ap-
proximate the active power flows on the transmission lines in
the four stages of the repair process. It is important to notice that
some forms of line capacity upgrades, such as reconductoring or
adding parallel lines, may reduce line reactance. We model this
by reducing the line’s reactance in proportion to the capacity
increase due to the enhancement. Constraints (6) preserve the
power balance at the buses in the four-stage repair process. Con-
straints (7) state that the load-shedding at a bus cannot exceed
the demand at the bus. Constraints (8) bound the power pro-
duced at each generator. If a generator is not attacked, the gen-
erator has the full capacity, which is its original capacity plus
any capacity added by the defender. Otherwise, the generator
does not function during the four time periods. Note that the
power flow in each transmission line can go in either direction;
therefore, the flow load on each transmission line can take either
a negative or positive value. Constraints (9)—(12) set the max-
imum absolute values of the flows for transmission lines in each
stage. A line is not available in the first stage if it is attacked, if
a substation to which is connected is attacked, and/or if a line
in close proximity is attacked. Otherwise, the line has full trans-
mission capacity. For the second stage, lines that are connected
to attacked substations are the only ones with no transmission
capacity. Substations without transformers can be repaired by
the third stage; thus, during the third stage, only lines that rep-
resent transformers damaged during a substation attacked are
not available. In the final stage, the interdicted transformers, for
which there is a spare, are back in operation. Constraints (13)
state that the number of transformers of each type used to re-
place the interdicted transformers of that same type cannot ex-
ceed the number available. Constraints (14) impose binary re-
strictions. It is important to notice that this formulation includes
the length of time each component attacked will be out of ser-
vice. It is these durations that drive the definition of the stages,
indexed by k, in the model. We assume, as in [8], that lines,
transformers for which there are available spares, and substa-
tions are repaired within 72 h, 360 h, and 768 h, respectively.

Recall that mathematical program (1)—(14) depends on the
defender and terrorist’s decisions (z,y?, 24, v, wP, HP).
Let Fr (x4, y?, 24, vP,wP, HP) be the minimum value in (1).

C. Terrorist’s Optimization Problem

The terrorist is assumed to have perfect information on net-
work protection, network capacity, and number of stored spare
transformers. The terrorist also understands that the operator
will strive to mitigate the impact of the attack to the extent pos-
sible including identifying how to use the spare transformers ef-
fectively. Based on all information, the terrorist chooses his/her
attack strategy under a budget constraint. Mathematically, for
the given (zP, 2P vP wP HP), the terrorist’s optimization
problem is to choose (24,54, z4) that maximizes.
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The objective function (15) is the sum of the power generation
costs and load-shed costs during the four stages, and the repair
costs. Constraints (16) and (17) enforce the rule that only the
unprotected generators and substations can be attacked. Con-
straints (18) prohibit attacks on single transformers; these can
only be damaged through attacks to substations. Constraint (19)
states that the total cost of attacking the generators, lines, and
substations cannot exceed the available budget. Constraints (20)
require the decision variables to be binary.

Recall that mathematical program (15)-(20) depends on
the defender’s decisions (2P, 2P vP wP HP). Then let
Fa(2P, 2P, vP wP, HP) be the maximum value.

D. Defender’s Optimization Problem

The defender understands that the terrorist has perfect infor-
mation and will optimize his attack to further his objectives.
Therefore, the defender chooses a protection strategy to mini-
mize their objective function subject to a limited budget. Math-
ematically, we formulate this optimization problem as a static
transmission and generation planning problem [20] to choose
(xP, 2P vP wP HP) that minimizes

Fa(zP, 2P 0P wP, HP) 21

subject to

D_.D D _D D, D
Z fS J:S + Z hg Zg + Z az’jvi]’
s€ES geEE (i,j)€A
+ Y bPwl +> hiHP < MP
g€EE leL
2.2l v wl =01,
s€S, g€k, (i,j) €T,

HP non-negative integer I € L.

(22)

T

(23)
The treatment of investment costs is parallel to [21] and [4].

E. Solution Procedure

It is known that this three-level optimization problem is
NP-hard [22]. We used a Tabu Search to solve the defender’s
problem and greedy algorithms to address the attacker’s
problem. For the Tabu Search, the first neighbors are generated
based on attacks generated from past neighborhoods. All the
substations and generators attacked on these previous iterations
are likely critical components; thus, in these first iterations, we
explore the benefit from protecting them. However, if these
protection strategies are infeasible, the neighbors are generated
randomly. The other neighbors are randomly generated. The
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attack is estimated using a greedy algorithm, which represents
specific assumptions about how the terrorist will craft their
attack. Those algorithms are: CBA, MFA, or GA. CBA is an
algorithm which iteratively removes the component with the
largest capacity until the attacker’s budget is exhausted [5].
MEFA iteratively removes components with the largest weighted
flow across the four repair periods as computed by the dc power
flow model. This algorithm is an extension to that given in [12].
In each iteration, the GA algorithm removes the component
which causes the greatest increase in the terrorist’s objective
function until the terrorist’s budget is exhausted.

For the case study developed based on the One-Area IEEE
RTS-96 [19] system described in Section IV, the algorithm was
implemented and executed using IBM ILOG OPL 6.3 in a Dell
Optiplex 755, Intel® Core™ 2 Quad, with 2.83 GHz and 3.25
GB of RAM memory (though the code was not parallelized).
For 20 iterations, 10 neighbors per iteration, keeping solutions
as tabu for 5 iterations, an attack budget of 6 units, and a de-
fense budget of US$ 25 million, the execution times was approx-
imately: 3. 5 min for CBA, 22 mi for MFA, and about 12 h for
GA. For a dc model of the Eastern Interconnect which has about
23 000 links and 15 000 nodes for a defense budget of US$ 100
million, an attack budget of 10, and an attack strategy of CBA,
about 14 h was required. In this case, CPLEX 12.1 C++ concert
technology was used. Computation time can be reduced if the
problem is parallelized using CPLEX 12.2.

III. CASE STUDY

We applied our method to the IEEE One-Area RTS—1996.
It has 24 nodes and 38 links that correspond to 24 buses and
38 transmission lines. We included generation units and substa-
tions as independent sets of components that can be related to
the buses. Substations were defined as combinations of one or
more buses. With the exception of buses 3, 9, 10, 11, 12, 13, and
24, each bus represents a substation. Buses 3 and 24 are con-
nected by a transmission line identified as a transformer; thus,
these two buses are part of the same substation. Likewise, buses
9,10, 11, and 12 are part of a single substation. With these con-
siderations, the model has 20 substations. The IEEE RTS doc-
ument has a comprehensive description of the location of gen-
eration units among the buses [19]. The 5 transformers on the
one-area RTS-96 were modeled as links for the load-flow model.

Reference [8] identifies the average outage time when certain
components of a power system are disrupted. Overhead lines,
transformers for which there are available spares, single buses,
and substations are assumed to take 72 h, 360 h, and 768 h,
respectively. In addition to this data, we assume that replacing
transformers and generation units can take on the order of 4320
h (6 months). These outage lengths are the basis for the four
time periods considered in this model.

The costs to attack a component can vary based on a variety of
factors including the type of attack and the location of the com-
ponent. Therefore, we assigned a relative cost to attack each type
of element: attacking a line costs one unit, attacking a substa-
tion, three units, and attacking a generator four units. An attack
to a line damages the line and any line with common right of
way (see ovals identified with letters from A to G in One-Area
IEEE RTS-96 [19]). An attack to a substation damages the buses

TABLE 1
DEFENDER’S RESOURCES ALLOCATION
Attack Defender's Budget [Millions of U.S. dollars]
25.0 50.0 75.0
Defense resource allocation

Type Budget Pro.  Enh. | Pro. Enh. | Pro. Enh.
2 00 237 0.0 474 | 00 7438

GA 3 216 0.0 432 48 | 647 9.6
6 216 0.0 216 272 | 21.6 525

7 216 0.0 43.2 48 | 647 83

2 00 237 0.0 470 | 00 7438

3 00 250 3.8 285 | 24 711

MFA 6 00 237 0.0 458 | 0.0 748
7 216 0.0 21.6  25.0 [ 21.6 527

2 0.0 250 0.0 499 | 00 713

CBA 3 216 0.0 21.6 0.0 | 289 437
6 10.8  13.1 10.8  38.0 [ 10.8 61.8

7 10.8 11.7 [ 21.6 21.6 | 21.6 47.0

and transformers within the substation and all the lines coming
connected to the substation. The attack to a generation unit ex-
clusively damages the generation plant; it does not affect the bus
where it is located. The costs to protect substations and genera-
tors, increase capacity of lines and generation units, and replace
components were obtained from a variety of sources. Reference
[23] provides the generation unit costs for hydro and coal plants;
they include capital costs and operational costs. Reference [24]
classifies costs for several power system capacity enhancement
projects; it was a source for repair costs and lines capacity en-
hancement strategies. Reference [25] presents data for line up-
grades and new transformers costs. New generation unit capital
costs and generating cost were obtained from [26], the Energy
Information Administration [27], and Secretary-General of the
OECD [28]. All the costs were converted to 2002 U.S. dollars
and adjusted to make them consistent among sources.

Table I shows how the defender’s budget is allocated under
each scenario. Protection (Pro.) corresponds to protecting sub-
stations and generators. Protecting the nuclear generators and
the coal/steam generator (U350) is very expensive but these gen-
erators are the most attractive for the terrorist. Since it is not
possible for the defender to protect these components with any
of the explored budgets, protection of generators is not consid-
ered. Therefore, protection, in these experiments, is focused on
substation security. Enhancement (Enh.) refers to investments
in operating capacity for transmission lines and generators. In
this analysis, the largest benefits are the result of investments in
generation capacity. It is useful to notice that the model tends
to recommend a relatively equal investment in protection and
enhancement and, because of the cost of transformers, no in-
vestment in spares.

Table II shows the components that the defender decides to
protect or enhance. As in Table I, this table has an entry for each
attack rule and defender and attacker budgets. Substations are
identified with an S and with the number of the bus (B) within
them. Enhancements to generators, G, are referenced using the
corresponding bus and the total generating MW added to gener-
ators at the bus. Notice how protecting substations 3 and 9 is a
key element of many defense strategies. In addition, notice the
recurrence of enhancements to the capacity of generators in bus
1,2, and 15. Increasing generation capacity in these three buses
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TABLE II
DEFENSE STRATEGY CRITICAL COMPONENTS
Attack Defender's Budget [Millions of U.S. dollars]
25.0 | 50.0 75.0
Type Budget Defense resource allocation
Protection Enhancement | Protection Enhancement Protection Enhancement
2 paiedil s,  LanG@ e,
B:15(4.8MW)) B:15(2.4MW)) 2(SMW), B:22(10MW))
S:3x9%, S:3%%,9% (B:13),
3| s3wegx (B:13), G:(B:15(2.4MW)) (B:15),(B:16), G:(B:15(4.8MW))
- (B:23) (B:23)
. . G(B:1(8MW),B:2(12MW), A L:(7),G:(B:1(8MW),
sk Q% *d Q% *k Q%
6 | S35 S:3%%,9 B:15(4.83MW)) S:3%%,9 B:2(SMW),B:15(9.6MW))
N S:3%%.9% (B:13),
7 | s3%x9% B2y G:(B:15(2.4MW)) B:17),(B:21),  G:(B:1(4MW),B:15(2.4MW))
' (B:23)
5 G:(B:1(8MW),B:2(8M G:(B:1(4MW),B:2(19.2MW), L:(10),G:(B:1(8MW),
W),B:15(4.8MW)) B:15(4.8MW)) B:2(4MW),B:22(10MW))
5 LES.GEIEMW), | o L:(28),G:(B:1(4MW), G(B:152.4MW))  L:(3,28),G:(B:1(12MW),
B:2(4MW)) ' B2(8MW)) B:2(19.2MW))
MFA
. G:(B:1(8MW),B:2(8M G:(B:1(8MW),B:2(19.2MW), L:(11),G:(B:1(4MW),
W),B:15(4.8MW)) B:15(2.4MW)) B:2(8MW),B:22(10MW))
. . G:(B:1(8MW),B:2(4MW), A L:(10),G:(B:1(8MW),B:2(12
7| SO S:3*n9 B:15(7.2MW)) S:3*%.9% MW),B:15(14.4MW))
5 L:(28),G:(B:1(4MW), L:(1,25-1), L:(1,25-1),G:(B:1(12MW),
B2(4MW)) G:(B:1(4MW),B:2(8MW)) B:2(8MW),B:15(7.2MW))
S:3%%,9% (B:8), .
3| s3weg S:3%% 9% G:(B:1(4MW), L'%’?éﬁ'ﬁﬁ&“ﬁw)’
CBA B2(4MW)) 2(19.
. Son G:(B2(4MW), Son L:(1,27),G:(B:1(4MW), Son L:(29,31-
‘ B:15(4.8MW)) : B:2(4MW),B:15(4.8MW)) ‘ 2),G:(B:2(15.2MW))
7 | saeege  DOGEIEMW, gap g0 1133.), GBi15@2AMW)) P, Gi(B:1(4MW),
BT B:2(SMW)) BT 133-2), GBI 1'3(.2'( “(MW)))’ B:2(19.2MW))

* S:9 Corresponds to bus 9, 10, 11, and 12
** S:3 corresponds to bus 3, and 24

is cheaper than in most of the other buses. In addition, buses 1
and 2 are located in an area of the system with less generating
capacity, and there is a risk of isolation from other sources of
generation depending on the character of the attack.

For the different attack budgets and strategies and different
defense budgets, the attack decision follows a simple behavior.
When the terrorist’s budget is low, lines are the target of attacks.
As their budget grows, substations become attractive and finally,
when there are sufficient funds, generators. The nuclear power
plant is frequently targeted when the terrorist has sufficient re-
sources, regardless of the rule the terrorist uses in crafting the
attack.

Table III shows the incurred costs after an attack. Each row
corresponds to a unique combination of attack rule and budget.
There are three types of costs: repair, generation (Gen.), and
load-shed (L.shed). Note that the after-attack generation costs
vary based on costs of available generation units, and connec-
tivity between power sources and demand. When there is no
defense budget and the terrorist has 2 units, each decision rule
for the terrorist selects different lines to attack. All the selected
lines are among lines with greater transmission capacity. For
3 units, the terrorist can attack substations and lines; the best
attack will include damaging substation 9. Substation 9 has 4

transformers and corresponds to 80% of the connectivity be-
tween high voltage transmission and low voltage transmission
areas. The low voltage area does not have enough generation
capacity to cope with the local demand. The logic behind MFA
leads the attacker to target substation 3. This situation highlights
a weakness in the MFA rule. MFA depends on the solution to
the dc power flow model which is often not unique. Therefore,
it may be possible for the operator to effectively compensate for
the loss as understood through this model.

When the attacker has 6 units, there are sufficient funds to at-
tack two substations. It is important to remember that attacks to
substations with transformers and to any generator last for all
four periods. It is also important to notice that example network
has a total of 3405 MW of generation capacity and 2850 MW
of demand. Therefore, capacity exceeds demand by about 20%.
The three larger generators are the two nuclear plants, that can
produce 400 MW, and one coal/steam plant that can produce 350
MW. If one of these generators were attacked, the system would
still have 5% excess capacity. On the other hand, attacking sub-
stations 3 and 9 would split the system into two areas. The lower
voltage area includes the first 10 buses of the RTS; it has a total
demand of 1332 MW and a local generation capacity of 684
MW. In addition to the limitations in local generation capacity
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TABLE III
COSTS AFTER ATTACK

Attack Defender's Budget [Millions of U.S. dollars]
0.0 | 25.0 50.0 | 75.0
Type Budget Cost after attack [Billions of U.S. dollars]
Repairs  Gen.  L.shed | Repairs  Gen. L.shed | Repairs  Gen. L.shed | Repairs Gen. L.shed

2 0.00 0.23 0.05 0.29 0.00 0.23 0.29 0.00 023 0.29 0.00 0.23
GA 3 0.37 0.19  2.81 0.59 0.11 0.23 0.54 0.11 0.23 0.45 0.11 0.23
6 0.55 017  4.02 1.58 122 024 1.57 122 024 1.55 122 024
7 1.59 0.18 3.86 1.90 130 0.23 1.82 132 024 1.76 132 024
2 0.00 0.23 0.07 0.31 0.00 023 0.31 0.00 023 0.31 0.00 0.23
MFA 3 0.37 019 281 1.72 017 023 1.71 017 023 1.61 017  0.23
6 1.22 024  0.07 1.52 1.22 0.24 1.52 122 024 1.52 122 024
7 1.59 0.18 3.86 1.67 132 024 1.66 132 024 1.66 132 024
2 0.00 0.23 0.06 0.26 0.00 0.24 0.26 0.01 0.24 0.26 0.01 0.24
CBA 3 0.37 019 281 0.34 0.11 0.24 0.34 0.11 0.24 0.34 0.11 0.24
6 0.55 0.17  4.02 1.52 122 024 1.48 122 024 1.46 122 024
7 1.59 0.18 3.86 1.56 1.32 0.24 1.56 132 024 1.56 132 0.24

in this area, it is important to highlight that 370 MW of the de-
mand are located in buses 9 and 10 which are part of substa-
tion 9. If attacked, the lines connected to this substation would
remain disrupted for the first two time periods cutting off any
energy supply to these two buses. The second area has enough
local generation capacity; it only has load-shed problems due
to connectivity. Consequently, the system would have a total
load-shed of 35% during the first two time periods and 25%
in the third and fourth periods. The costs of the load-shed are
more significant than the difference between the repair costs of
the nuclear plant versus the 5 transformers. Therefore, the op-
timal attack with a budget of 6 units corresponds to damaging
substations 3 and 9. The system has enough redundancy to cope
with losing 400 MW and with part of the new limitations of
connectivity. CBA and GA decision rules choose to attack sub-
stations 9 and 3; but the MFA rule results in an attack on one
of the nuclear plants and two lines and therefore a much lower
post-event consequence for the operator.

When the terrorist has 7 units and the defender zero budget,
effective attacks include a high capacity generator and substa-
tion 9. All three rules identify the same generator and substa-
tion. Investing in protection reduces losses in connectivity, and
investing in generation capacity provides redundancy. This ex-
plains the slight increment in generation costs with larger de-
fense budgets. Notice the reductions in load-shed costs, for GA
and CBA, when the attacker has 3 or more units and the de-
fense budget increases to US$25 million. In the later case, the
defender protects substations 3 and 9. With only 3 units, a sec-
ondary substation is attacked. With 6 units, the attack focuses
on a nuclear plant and two lines. With 7 units, the nuclear plant
and a secondary substation are targeted.

It is useful to understand what the impacts might be if a de-
fensive strategy is crafted based on an incorrect estimate of how
the terrorist will craft his/her strategy. We explored this question
when the investment budget is US$25 million and the terrorist’s
budget is 6 units. If the defender assumes that the terrorist will
use an MFA-based strategy but they use GA or CBA instead,
the post-event costs would be about US$4.7 billion in contrast

with the US$1.5 billion the defender might have anticipated. In
this example, planning for a GA attack is the most conservative.
However, examples can be constructed for which GA does not
lead to favorable post-event consequences when the original de-
fense was based on a different attack strategy.

IV. CONCLUSIONS

This paper presents a formulation for the problem of a strategic
defender of an electric power system to a carefully crafted at-
tack. We develop a leader-follower model representation of this
strategic interaction. We then apply this model to the One-Area
RTS-96 [19] with several different budgets for the terrorist and
defender and three different rules for how the terrorist might craft
the attack. Based on those experiments, we identify four impor-
tant ideas for investment in these types of networks. First, MFA
as adecisionrule for the attacker is often inferior to GA and CBA.
A key reason for this is that there are often alternative optimums
to the network flow problem. This makes the connection between
high flow and criticality fragile. Second, when protecting elec-
tric power systems against these types of attacks, investments in
operating margin are important to considerin addition to more tra-
ditional protection measures. Operating margin can make the sys-
tems moreresilientto attacks and alleviate the need for some types
of traditional protection measures. Third, as the defender’ sbudget
increases, many of the investments recommended by smaller bud-
gets remain useful. This is important because these types of in-
vestments are often done incrementally. Fourth, if the defensive
strategy is developed assuming a different strategy will be used
to craft the attack than that which is actually used, the post-event
costs may be significantly higher than anticipated. This implies
thatitis important to look for investment strategies that are robust
against different methods which might be used to craft the attack.

This research points to several different avenues for future re-
search. First, the probability of an attack is not considered as part
of this analysis; hence, extensions which would include this el-
ement are important. This analysis assumes that the user of the
model’sresults subjectively incorporates what “soft” information



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

about the likelihood of an attack might be available to support de-
cision making. In some countries, terrorism has been a long-term
problem that persists onatime scale of decades. A country thathas
already suffered from persistent attacks would have data to con-
struct an analysis estimating the probability of attack and could
weigh the costs of an attack accordingly. A country with rare at-
tacks or no previous attacks might need to develop a more subjec-
tive approach and integrate this approach with the estimation of a
trade-off frontier of the reduction in attack consequences versus
costs. This trade-off frontier might be somewhat similar to the
results given in Tables I-III in the case study.

Second, we formulate a static defender-attacker-operator
model. There is significant value in the creation of a dynamic
representation of this strategic interaction over a longer time
scale. For example, we consider the initial investment costs
for capacity expansion and protection as well as the costs
incurred during a 6-month recovery period. A dynamic rep-
resentation would allow explicit treatment of operating and
maintenance costs, return on investment constraints, environ-
mental constraints, etc. It would also allow for the simultaneous
consideration of traditional issues like changes in demand over
time. Further, improvements in generation and transmission
capacity would provide economic and reliability benefits (in
addition to benefits of protection from attack) and quantifying
these is useful. Third, the attack strategy actually used is
difficult to determine a priori; therefore, developing a method
which identifies robust investments against a range of rules is
important. Fourth, infrastructure networks are interdependent;
therefore, it is possible that investments in other networks on
which the electric power system relies could be as important as
investments in the electric power systems itself. Therefore, re-
search to extend the modeling to consider interdependencies is
important. Fifth, there are a range of targets available, should an
entity be interested in engaging in terrorist activities. In order to
defend infrastructures, it is useful to consider the broad range of
actions that can be taken to reduce the attractiveness of targets
or to increase the difficulty of mounting a successful attack. It
is also important that the costs and benefits of these measures
be fully assessed. For example, [29] focuses on the costs of
pre-event and post-event security measures in transportation
systems. Reference [30] focuses on estimating tangible and
intangible benefits of security measures. Therefore, research
to look across the range of targets available and the range of
mitigation measures, including costs incurred and benefits
accrued, is critical. Sixth, and finally, electric power systems
are subject to a range of hazards; therefore, it is important to
think about investment strategies in a multi-hazard context.
Some investments, which could be made, improve post-event
performance after multiple types of events (e.g., earthquakes,
hurricanes, cascading from a small initial failure, etc.) while
others are only helpful for one type of event. A multi-hazard
approach is likely to create the most effective investment
strategy for the total funds expended.
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