2007 iREP Symposium - Bulk Power System Dynamics and Control - VII, Revitalizing Operational Reliability
August 19-24, 2007, Charleston SC, USA

Towards Quantifying Cascading Blackout Risk
Ian Dobson

Kevin R. Wierzbicki

Janghoon Kim

Hui Ren

ECE Department, University of Wisconsin, Madison, WI 53706 USA
Abstract
Blackouts become widespread by initial failures propagating in a diverse and intricate cascade of rare events. We
describe this complicated cascade using a bulk probabilistic
model in which the initial failures propagate randomly according to a branching process. The branching process parameters can be statistically estimated from observed data
or simulations and then used to efficiently predict the probability distribution of blackout size. We review the current testing of these methods on simulations and observed
data and discuss the next steps towards achieving verified
and practical methods for quantifying cascading failure of
electric power systems. The ability to efficiently quantify
cascading blackout risk from observed data and simulations
could offer new ways to monitor power transmission system
reliability and quantify the reliability benefit of proposed
improvements.

1

Introduction

It would be very useful to be able to efficiently quantify
overall blackout risk from simulated or real power system
data. Established analytic methods of power system risk
analysis can model the detail of some likely and foreseen
combinations of failures and estimate their risk. This is
very useful in finding and mitigating likely failures, but it
does not address quantifying the overall risk of large cascading blackouts, in which there is combinatorial explosion
of potential rare, unforeseen, and interacting events ranging
from diverse power system physical effects through software
failures to deficiencies in planning, operation, organization,
and maintenance. Here the term “failure” includes outages
in which the component or process is intact but temporarily
unavailable to transmit power or function properly as well
as outages in which the component or process is damaged
or impaired.
Studying the intricate details of particular blackouts [30],
in addition to quickly reinforcing the case for the complexity of these events, also provides a useful method for finding and mitigating weaknesses in the power system. However, larger blackouts are infrequent events in developed
economies, and, after a large blackout, it is difficult to as1-4244-1519-5/07/$25.00 c 2007 IEEE.

certain whether the blackout should be attributed to bad
practice or bad luck, especially with everyone’s attention
riveted on only one sample from the huge number of potential blackouts. A detailed analysis of the chain of events
after the blackout is useful in suggesting specific weaknesses
that can be rectified, but gives little guidance on the overall problem of whether society is rationally balancing the
blackout risks with the costs of investing in increased reliability. Quantifying the overall blackout risk would allow
this balancing by putting an approximate value on reliability.
The most straightforward way to estimate the probabilities
of various sizes of blackouts is simply to wait a long time
to observe enough blackouts to get good estimates of blackout probabilities. But in practice the wait is too long for
most purposes because the large blackouts occur too rarely.
(Observed blackouts in several countries have power law regions in the distribution of blackout size [17] and empirical
estimation of these distributions requires many samples.)
Moreover, the power system upgrades over time so that
the observed statistics represent the average over a considerable time of an evolving system. Therefore, we aim
for efficient methods of estimating blackout risk that could
work in a time scale of about one year. While there are certainly challenges in estimating the direct and indirect costs
of blackouts and both cost and probability of blackouts are
needed to estimate blackout risk, this paper focusses on estimating the probability of blackouts, or, more precisely,
the probability distribution of blackout size. The probability distribution of blackout size can be combined with the
cost as a function of blackout size to yield the distribution
of blackout risk as a function of blackout size. We maintain
that problem of blackout risk is better framed in terms of
the distribution of risk of various sizes of blackouts rather
than the risk of blackouts in general [17].
We suggest that any practical approach to efficient estimation of blackout probabilities must be a bulk “topdown” statistical approach that incorporates a verified understanding of cascading failures in power systems. This
is a departure from methods of risk analysis that rely on
detailed analysis of enumerated interactions, but it is complementary to these detailed analyses. The purpose of this
paper is to review progress in developing and testing a bulk
statistical method to estimate the probability of cascading
blackouts.

Specialized simulations can sample a subset of the intricacies of large cascading blackouts [2, 4, 7, 19, 23, 25, 26, 27,
28, 31] and, while they may never be able to capture all
the interactions in blackouts, simulations are vital in testing statistical methods for monitoring the power system.
Moreover, efficient estimation of blackout probabilities from
data produced by cascading failure simulations makes efficient use and leverages understanding of the simulation results. In particular, reducing the number of simulation runs
would enable the effects of proposed reliability upgrades to
be quickly assessed.
Our top-down modeling views cascading as a random initial
disturbance followed by a random propagation of failures.
The outcome of each cascade is probabilistic, but its statistics are governed by the size of the initial disturbance and
the average tendency for the failures to propagate. A simple
way to capture this mathematically is to use a branching
process model.
Why consider a branching process model?
1. Branching processes are a standard model for cascades
in many other subjects, including genealogy, cosmic
rays, and epidemics [20, 3]. This makes branching processes an obvious first choice for modeling cascading
failures.
2. Observed [6, 17] and simulated [4, 7, 27, 24] power
system data shows qualitative features such as distributions of blackout sizes with near power law regions
and criticality that can be produced by branching processes as illustrated in section 2.1 and [12].
3. The CASCADE model [15] is another high-level probabilistic model of cascading failure. CASCADE is
well approximated by Galton-Watson branching process models in suitable parameter ranges [12].
4. Branching processes are simple and tractable models
and it is good to test simple models first. In particular,
branching process models can be tested against real
and simulated power system data as described in this
paper.
If branching processes are useful models of cascading processes, this would open up several opportunities. In addition to providing the essential understanding of the overall
features of cascading, the probability distribution of blackout size could be quantified more efficiently from much
smaller samples of cascades. One reason is that estimating the parameters of a branching process model and then
computing the distribution of blackout size using the model
requires much smaller samples than directly estimating the
distribution of blackout size exhaustively, especially since
large cascading blackouts are rare events. The smaller number of samples is important when observing cascades in the
power system because smaller samples enable a shorter observation time that can make the approach practical. The

smaller number of samples is similarly important when simulating cascading failure because smaller samples enable
shorter run times.
However, we still need to exhaustively determine the distribution of blackout size by simulation and observation in order to test whether branching process models are valid and
applicable. This paper shows how to test branching process models on observed or simulated power system data.
A large number of cascades are observed or simulated in order to exhaustively determine the distribution of blackout
size. Then the same data is used to estimate the branching
process model parameters and compute the distribution of
blackout size with the branching process model and see how
well this matches the empirical distribution. If the match
is acceptable, then the branching process model is useful
for determining the distribution of blackout size.
Throughout the paper there are two measures of blackout
size of interest to monitor the progress and outcome of the
cascade; namely, number of transmission lines failed and
the load shed. The lines failed are more easily tracked and
analyzed and are of internal interest to the utilities and
system operators. Moreover, lines may fail in “precursor”
events with no load power shed. On the other hand, load
power shed matters to the utilities, society, industry and
government.
Section 2 reviews and explains several branching process
models and the statistical estimation of their parameters.
Section 3 tests branching process models on data from a
power systems simulation and section 4 tests a branching
process model on observed power system cascades. Section
5 examines issues and challenges in further work towards
quantifying cascading failure risk in power systems and section 6 concludes the paper.

2

Branching processes

Branching processes have long been used in a variety of applications to model cascading processes [20, 3], but their
application to the risk of cascading failure is novel [12, 13].
The branching processes of primary interest produce failures in stages starting from some initial distribution of failures. There are several types of branching processes that
we describe below: A Galton-Watson process has discrete
numbers of failures such as numbers of transmission lines
failed. A continuous-state branching process has a continuously varying amount of failure in each stage such as load
power shed in each stage. Other branching processes evolve
in continuous time.
2.1

Galton-Watson branching process

The Galton-Watson branching process gives a probabilistic model of the number of failures. There are a random

There are assumed to be N transmission lines and there
are Z0 initial failures. Line failures occur in stages with Zn
the number of failures in stage n and Yn the total number
of failures up to and including stage n.
Yn = Z0 + Z1 + Z2 + ... + Zn

Fig. 1: Example of failures produced in stages by a GaltonWatson branching process. Each “parent” failure independently has a random number of “child” failures in the next
stage.

number of initial failures that then propagate randomly to
produce subsequent failures in stages. The mean number
of initial failures is θ. The subsequent failures are produced in stages or generations starting from the initial failures. Each failure in each stage (a “parent” failure) independently produces a random number 0,1,2,3,... of failures
(“child” failures) in the next stage as illustrated in Figure
1. The children failures then become parents to produce
the next generation and so on. If the number of failures in
a stage becomes zero, the cascade stops. The mean number
of child failures for each parent is the parameter λ. λ quantifies the average tendency for the cascade to propagate.
The intent of the modeling is not that each parent failure
in some sense “causes” its children failures; the branching
process simply produces random numbers of failures in each
stage that can statistically match the outcome of cascading
processes.
The branching process theory gives analytic formulas for
the probability distribution of the total number of failures.
For example, when the number of initial failures is a Poisson
distribution of mean θ and the number of children failures
for each parent failure is a Poisson distribution of mean λ,
the total number of failure follows a generalized Poisson distribution that is parameterized by θ and λ [9, 10, 12]. There
are general arguments supporting the choice of Poisson distributions [9, 10]. The Poisson distribution is a good approximation when each failure propagates to a large number
of components so that each parent failure has a small, fairly
uniform probability of independently causing child failures
in a large number of other components. This assumption
seems reasonable for cascades in power systems, especially
in the initial portions of the cascade when there are many
unfailed components that are stressed by the failed components.

(1)

The process saturates when S ≤ N lines fail. Each of the Zn
failures in stage n independently causes a further number
of failures in stage n + 1 according to a Poisson distribution
with mean λ, except that if the total number of failures
exceeds S, then the total number of failures is limited to S.
[j]
That is, the jth failure in stage n causes Zn+1 failures in
stage n + 1 according to the Poisson distribution and the
total number of failures in stage n + 1 is
n
o
[1]
[2]
[Zn ]
Zn+1 = min Zn+1 + Zn+1 + · · · + Zn+1
, S − Yn , (2)
[1]

[2]

[Z ]

n
where Zn+1 , Zn+1 , · · · , Zn+1
are independent. (A different
form of saturation is described in [12, 16].)

The modeling of saturation is essential for λ near or exceeding 1 because then there is a significant probability of
cascading to all N lines of the system failing (total blackout). That is, practical application of the branching process requires an upper limit S ≤ N of components failing
for λ near or exceeding 1. Moreover there may be saturation effects encountered before all N components fail and
then S can be chosen less than N , either because the number failures tend to bunch at S or because the modeling is
uncertain or variable after S components fail. These saturation effects are not well understood and it remains to be
seen how or whether saturation effects are significant for
cascading failure in practical systems.
There are several variants of analytic formulas for the distribution of the total number of failures Y [13], depending
on the assumed distribution of initial failures Z0 , whether
saturation is assumed, and whether the distribution of Y
is conditioned on Y being nonzero. If the initial failures
Z0 are distributed according to a Poisson distribution with
mean θ and saturation S is assumed, then the total number of failures conditioned on Y being nonzero is distributed
according to a saturating generalized Poisson distribution:

r−1 e−rλ−θ

; 1≤r<S

r!(1−e−θ )
 θ(rλ + θ)
S−1
X
P [Y = r | Y > 0] =


 1 − P [Y = s]; r = S
s=1

(3)
Some qualitative features of the saturating generalized Poisson distribution (3) are shown in Figure 2. For small propagation λ = 0.1, the distribution drops off sharply and there
is negligible probability of a large number of line failures.
As λ increases, the distribution extends towards a large
number of line failures until at λ = 1, there is a power law
region of slope approximately −1.5. Moreover, a graph of

average blackout size as a function of λ (not shown here)
shows a change in gradient at λ = 1, indicating criticality
at λ = 1. The example in Figure 2 assumes saturation at
S = 1000 lines. If an unsaturating branching process would
have proceeded beyond 1000 lines failures, then the saturating branching process records that event as 1000 lines
failures. The probability of 1000 lines failing increases as
the system becomes more stressed. At λ = 1 the probability of 1000 lines failed is 0.025 and this increases to 0.797 at
λ = 2. The very low probability of an intermediate number
of failures at λ = 2 is due to almost all the cascades that
have an intermediate number of failures continuing to grow
until there are 1000 lines failed.

(k)
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+ Z2

+ ... + Zn(k)

The neglect of saturation implies that (4) is only valid for
subcritical λ < 1.

probability
1

(6)

Each run has a stage at which the number of failures is zero
and remains zero for all subsequent stages, either because
the cascade dies out, or the cascade has saturated. The
number of failures at which saturation occurs is S ≤ N .
Define
(k)

(4)

(5)

Define the cumulative number of failures in run k up to and
including stage n as
(k)

If there is an arbitrary distribution of nonzero initial failures
P [Z0 = z0 ] for z0 = 1, 2, 3, ..., and no saturation, then
the total number of failures is distributed according to a
mixture of Borel-Tanner distributions:

···
···
···
···

s(k, S) = max{ n | Yn(k) < S and Zn−1 > 0 }

(7)

That is, s(k, S) is either the first stage at which there are
zero failures or the last stage before a total of S failures.
We define an estimator of λ as
K 

X
(k)
(k)
(k)
Z1 + Z2 + ... + Zs(k,S)
k=1
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λ
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Fig. 2: Probability distributions of total number of line
failures Y according to the generalized Poisson distribution
with saturation at S = 1000 lines for three values of propagation λ. The distribution has an approximate power law
region at criticality when λ = 1. The probability of 1000
lines failing is 0.025 for λ = 1, and 0.797 for the supercritical case λ = 2.

b is asymptotically unbiased as K → ∞ if
The estimator λ
the offspring distribution is Poisson. This asymptotic unb is an imbiasedness property shows that the estimator λ
proved variant of the estimator of λ proposed in [14].
bs numerically for
We determined the bias and variance of λ
a saturating branching process with one initial failure by
b 1000 times and computing the sample mean
computing λ
b
b of λ.
b
µ(λ) and standard deviation σ(λ)
For saturation S = 20, 0 < λ < 2, and number of runs
b − λ| ≤ 0.05 and
10 ≤ K ≤ 1000, |µ(λ)
b ≤ 0.81
√ .
σ(λ)
K

The simulation is run or data are observed K times to produce K independent realizations of the cascade. Since a cascades with Z0 = 0 are discarded, all cascades have Z0 > 0
and all statistics are conditioned on the nontrivial start of
(k)
a cascade. The failures in the kth run are written as Z0 ,

(9)

For saturation S = 100, 0 < λ < 2, and number of runs
b − λ| ≤ 0.07 and
10 ≤ K ≤ 150, |µ(λ)
b ≤ 0.51
√ .
σ(λ)
K

(10)

b ≤ 0.1.
For example, K = 25 runs gives σ(λ)
When significant saturation effects are encountered, it is
essential to use the estimator (8) to avoid underestimating
λ [14]. However, when the branching process is subcritical
(λ < 1) and there is no saturation or negligible saturation
b reduces to the standard Harris estimator for λ
(S = ∞), λ
[20, 36, 11, 18]:
K 
X

b =
λ

k=1
K 
X

(k)

Z1

(k)

+ Z2

+ ...

K 
X


=

(k)

(k)
Y∞
− Z0

k=1


(k)
(k)
Z0 + Z1 + ...

k=1

K
X


(11)

(k)
Y∞

For the subsequent stages n = 1, 2, 3..., the load Zn shed
in stage n has pdf that is the convolution of H(z) with
itself Zn−1 times, or, equivalently, the pdf of the sum of
Zn−1 independent copies of Z. These pdfs are computed
in the frequency domain using their cumulant generating
functions (cgf’s). The cgf h(s) of the offspring distribution
is the negative logarithm of the Laplace transform of H(z):

k=1

The Harris estimator (11) is an asymptotically unbiased
maximum likelihood estimator [20, 36]. The asymptotic
standard deviation of the Harris estimator can be worked
out using the methods of [36], in the case of Poisson offspring distribution with one initial failure, to be
p
− λ)
0.5
b ∼ λ(1
√
≤√
(12)
σ(λ)
K
K
The Harris estimator (11) is intuitive: Think of “parent”
failures in each generation giving rise to “child” failures in
the next generation. The child failures then become parents to produce the next generation and so on. Then λ
is the average family size; that is, the average number of
child failures for each parent. Since Z0 , Z1 , ... are all parent failures and Z1 , Z2 , ... are all child failures, the Harris
estimator (11) is simply the total number of children in all
the cascades divided by the total number of parents in all
the cascades.
If the initial failures Z0 are approximated by a Poisson distribution conditioned on a nonzero number of failures, then
an estimate of the mean initial failures θb can be obtained
by solving
K
θb
1 X (k)
Z0 .
(13)
=
K
1 − e−θb
k=1

It is straightforward to derive (13) by maximum likelihood
methods or the method of moments.
2.2

load shed amounts Z1 , Z2 , . . . in stages 1, 2, . . . are produced using an offspring distribution H(z). H(z) is defined
to be the pdf of load shed in any stage if the load shed in
the preceding stage is 1. We write Z for a random variable
with pdf H(z). The expected value of Z is λ.

Continuous state branching process

We summarize the application of continuous state branching processes to model the cascading of load shed in [35].
Continuous state branching processes have a similar theory
to Galton-Watson branching processes, but the computations of the distribution of the total load shed are more
difficult. See [21, 29] for systematic accounts of continuous
state branching processes. Throughout this subsection, we
assume the subcritical case λ < 1 and no saturation.
There is an initial amount of load shed Z0 in stage 0 that is
given by a probability density function (pdf) G(z) and the

∞

Z

e−sz H(z)dz = − ln Ee−sZ .

h(s) = − ln
0

and, since we choose H(z) to be a gamma distribution, h(s)
has the form


2
σoff
λ2
.
(14)
h(s) = 2 ln 1 + s
σoff
λ
The distribution of the total load shed Y can be computed
from the offspring distribution as follows [35]. Computer
algebra is used to perform the symbolic operations. Let Z0
have a cgf of the form
m(s) =



2
θ2
σinit
ln
1
+
s
2
σinit
θ

(15)

so that Z0 also has a gamma distribution. Then the cgf of
Y is
k(s) = m(k• (s))

(16)

k• (s) = s + h(k• (s)).

(17)

where k• (s) satisfies

The implicit equation (17) can be solved for k• (s) by the
Lagrange inversion method [33] and then the pdf K(x) of
the total load shed Y can obtained as the inverse Laplace
transform of e−k(s) using the Post-Widder method [34].
Some cascades may have negligible or zero load shed in initial stages. These initial stages are discarded from the data
so that all nontrivial cascades start with Z0 > 0. (Trivial
cascades with no load shed are also discarded.) Then the
b is the same as (8) except that saturation is neestimator λ
glected (S = ∞), and we impose a maximum of 10 stages
so that (7) becomes
(k)

s(k, S) = max{ n | n ≤ 10 and Zn−1 > 0 }
(k)

(18)

The condition on Zn−1 may be omitted without changing
b in (8).
the value of λ

2.3

Continuous time branching process

There are many interesting generalizations of basic GaltonWatson and continuous state branching process, notably
those that evolve in continuous time instead of stages and
those with variable propagation. In this paper we focus on
basic Galton-Watson and continuous state branching processes because of their simplicity and their basic approach
to the timing of failures.
Many of the current cascading failure simulations do not
model the detailed timing of failures (exceptions include [2]
and the sequences of discrete events simulated in voltage
collapse simulations [32]) and naturally compute failures in
stages. Observed failure data can be grouped into stages
by simple methods such as grouping together failures occurring closely in time as explained in section 4. The stages
occur in a discrete time that advances by one unit with
each successive stage but has no correspondence with the
real time of the failures. These simple approaches avoid
explicitly modeling the time evolution of the failures. However, it remains a possibility to model the time evolution of
the failures in a branching process. For example, a continuous time Markov branching process is used in [13] to try
to fit the time evolution of failures in large blackouts.

3

Estimating λ and blackout size distribution from
simulations

We test branching process models using simulated power
system cascades as follows:
1. Run the power system simulation a large number of
times to produce cascading failure data in stages and
the blackout size.
2. Estimate the empirical distribution of the blackout
size. This is a brute force evaluation that relies on
the large number of runs in step 1.
3. Use the cascading failure data in stages to estimate
the parameters of the branching process, such as the
average propagation λ. (The large number of runs will
produce accurate parameter estimates, so that we do
not have to address in this testing of the branching
process model the tradeoff that will arise in practice
when the branching process model is applied to a much
smaller number of runs and some parameter inaccuracy
is tolerated.)
4. Use the estimated branching process parameters and
the branching process theory to predict the distribution of blackout size.
5. Compare the empirical blackout size distribution obtained by brute force with the blackout size distribution obtained via the branching process. The extent
that these distributions match indicates the success of

the branching process model in capturing the overall
features of the cascading process in the power system
simulation.
3.1

OPA cascading failure simulation

The OPA model produces cascading failures in stages resulting from a random initial set of line failures [4, 17].
The power transmission system is modeled using DC load
flow and LP generator dispatch, and cascading line overloads and failures are represented. Each cascade produces
a number of lines failed and the load shed in each stage of
the cascade. The power system is assumed to be fixed with
no transmission line upgrade process.
For each case considered, OPA was run so as to produce
5000 cascades with a nonzero number of line failures. These
5000 runs yield both line failure data and load shed data in
the form (5). All our statistics are conditioned on a nonzero
number of line failures.
3.2

Estimating line outage probability distribution

This subsection tests whether the line outages produced
by the OPA simulation are governed by a Galton-Watson
branching process with Poisson offspring distribution. The
results are very similar to those in [14], but here we use the
b in (8). The parameters are the mean
improved estimator λ
of the initial distribution of failures θ and the mean of the
b and θb
offspring distribution λ. The parameter estimators λ
were obtained using equations (8) and (13) with saturation
S = 100. According to (10), the number of runs K = 5000
b < 0.01. For
gives a negligible standard deviation of σ(λ)
each case, the probability distribution of line failures was
b and θb in the saturating
predicted using the estimates λ
generalized Poisson distribution formula (3). This tests the
validity of the branching process model underlying (3) and
b and θ.
b
the estimates λ
The first three cases used the IEEE 118 bus system at average load levels of 0.9, 1.0, and 1.3 times the base case loading. (The OPA parameters (explained in [4]) are γ = 1.67,
p0 = 0.0001 and p1 = 1.) The estimated parameters are
shown in Table 1. Good matches between the empirical
and estimated distributions are shown in Figures 3-5.
The last two cases used the 190 bus tree-like test system
[4] at average load levels of 1.0 and 1.2 times the base case
loading. (The OPA parameters are γ = 1.94, p0 = 0.005
and p1 = 0.15.) The estimated parameters are shown in
Table 1. The matches between the empirical and estimated
distributions are shown in Figures 6 and 7. The match is
not as good for the 190 bus system for 1.2 times the base
case loading. The branching process captures the general
trend of the empirical distribution, but does not capture
the peaks at 15 and 30 lines. It is conceivable that the
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Fig. 3: IEEE 118 bus system with loading factor 0.9.
Distribution of line outages estimated with branching process (solid line) compared with OPA empirical distribution
(dots). Note the log-log scales.

1

2

5
10
20
50
number of lines failed

100

Fig. 4: IEEE 118 bus system with loading factor 1.0.
Distribution of line outages estimated with branching process (solid line) compared with OPA empirical distribution
(dots).

peaks are caused by saturation effects or by nonuniformity
in the (artificially regular) design of the 190 bus tree-like
test system.

0.05

Table 1: Estimators for line failure data produced by OPA

3.3

power
system

loading
factor

θb

bs
λ

IEEE 118 bus
IEEE 118 bus
IEEE 118 bus
tree-like 190 bus
tree-like 190 bus

0.9
1
1.3
1.0
1.2

1.10
1.66
12.20
1.49
6.21

0.19
0.41
0.44
0.53
0.62

Estimating load shed pdf

This subsection summarizes testing in [35] that tests
whether the load shed produced by the OPA simulation
is governed by a continuous state branching process with a
gamma initial distribution and a gamma offspring distribution. The load shed is measured as a fraction of the total
load so that the maximum load shed possible is 1, or total
blackout.
b and other parameters of the
The estimated propagation λ
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Fig. 5: IEEE 118 bus system with loading factor 1.3.
Distribution of line outages estimated with branching process (solid line) compared with OPA empirical distribution
(dots).
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The results suggest that good predictions of the probability
distributions of the number of line failures can be obtained
as long as saturation effects are not significant. We do not
understand how to accurately model the saturation effects
at present. The ability to predict the probability distribution of the number of line failures in non saturating cases
supports the applicability of branching models to cascading
failure before saturation is reached and the usefulness of the
b of failure propagation. λ
b can be obtained much
estimate λ
more efficiently than empirical probability distributions of
line failures obtained by brute force.
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Fig. 6: Tree-like 190 bus system with loading factor 1.0.
Distribution of line outages estimated with branching process (solid line) compared with OPA empirical distribution
(dots).
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Fig. 7: Tree-like 190 bus system with loading factor 1.2.
Distribution of line outages estimated with branching process (solid line) compared with OPA empirical distribution
(dots).
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Fig. 9: IEEE 118 bus system with loading factor 1.0. Probability density function of fraction of load shed Y . PDF
estimated from branching process (dashed line) compared
with empirical PDF from OPA simulation (dots).
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Fig. 8: IEEE 118 bus system with loading factor 0.85.
Probability density function of fraction of load shed Y .
PDF estimated from branching process (dashed line) compared with empirical PDF from OPA simulation (dots).

gamma distributions are estimated for the OPA data. The
b at each load level is shown in the
estimated propagation λ
b increases with
second column of Table 2. As expected, λ
loading. All cases considered are subcritical (λ < 1) as
required in subsection 2.2.
Figure 8 compares the empirical and estimated PDFs for
loading factor 0.85, and Figure 9 compares the empirical
and estimated PDFs for loading factor 1.0. The blackout
size is plotted on a log scale over two decades, from a small
blackout Y = .01 (shedding of 1% of total load) to Y = 1
(shedding of 100% of total load and total blackout).
3.4

0.05 0.1
0.2
Blackout size Y

λ of the cascade measured by line failures to be the same
as the propagation λ of the cascade measured by the load
shed. (Note that since λ is a ratio of similar quantities, it
is dimensionless and λ estimates using different quantities
can be directly compared.) Using the same OPA cascades,
b computed from the load shed with λ
b
Table 2 compares λ
b for load shed matches
computed from the lines failed. The λ
b for line failures. This result is consistent
well with the λ
with the lines failed and the load shed reflecting a common
cascading process.

10
5

0.01

0.02

Comparing λ estimated from line and load shed data

There are several ways to think of the cascading processes
that are occur during a blackout, but one possible way is to
think of a single cascading process that is monitored by two
different measurements, lines failed and load shed. From
this point of view, it would be natural for the propagation

This result that the propagation of line failures and load
shed agree is obtained here for only a few cases, but if the
result is repeated for other simulations and cases, it would
be useful because then one could use the monitoring of the
propagation of line failures to predict the propagation of
load shed.
Table 2: Estimated propagation λ̂ from load shed and line
failure data produced by OPA on IEEE 118 bus system
loading factor

load shed λ̂

line failures λ̂

0.85
0.9
0.95
1.0

0.128
0.159
0.264
0.429

0.115
0.188
0.288
0.430

This section shows how to test branching process models
on observed line outage data.
4.1

Observed line outage data

We processed one decade of transmission line fault data
from a regional electric power system with approximately
100 buses and 200 high voltage lines. The voltage levels
considered are 220 kV and 500 kV; outages at lower voltage
levels are not considered because of the potential number of
unrecorded cases. There are several types of line outages in
the data, including three phase and single phase and outages with successful or unsuccessful auto-reclosing. In this
initial work processing the data, both voltage levels and all
types of line outages are regarded as the same and the detailed causes of the line outages (line fault, busbar fault, or
other fault or operations) are neglected. This is consistent
with an initial, “top-down” analysis of the overall cascading
process. Large flashover events in the data with approximately 260 outages over two days are neglected because
they lack time tags. The data for each transmission line
outage include the time (to the nearest minute), voltage
level, and the auto-recloser’s action.
4.2

1

Estimating line outage distribution from observed data

Grouping outages into cascades and stages

We group the line outages first into different cascades, and
then into different stages within each cascade using a simple method based on the time of the outages. Since operator actions are usually completed within one hour, we
assume that successive outages separated in time by more
than one hour belong to different cascades; since transients
or auto-recloser actions are completed within one minute,
we assume that successive outages in a given cascade separated in time by more than one minute are in different
stages within that cascade.
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Fig. 10: Probability distributions of number of outages.
(a) Initial outages from data; (b) Total number of outages
estimated using branching process (line) and from empirical
observed data (dots).
4.3

Estimating λ and the distribution of outages

Assuming a Galton-Watson branching process model with
no saturation, we use (11) to estimate λ based on the data
in table 3:
b=
λ

45+18+14+10+3+1+1+1+1+1+1+2+1+1+0

= 0.25

296+45+18+14+10+3+1+1+1+1+1+1+2+1+1

That is, each outage produces an average of λ = 0.25 outages in the next stage. This result is insensitive to the
grouping of outages into stages (redefining the minimum
time between successive outages in different stages to be 2
minutes and recomputing λ yields λ = 0.24).

stage 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
outages 296 45 18 14 10 3 1 1 1 1 1 1 2 1 1 0

To test how well the branching process model describes the
data, we use the branching process with λ = 0.25 and the
empirical distribution of initial outages to predict the distribution of the total number of outages Y using (4), and
compare this with the distribution of the total number of
outages directly obtained from the data. The comparison
is shown in Figs. 10b and 11. A chi-squared goodness-of-fit
test shows that the distributions are consistent at the 5%
confidence level (the test groups together 5 or more outages). A heavy tail in the distribution of the total number
of line outages is also observed in North American data in
[8, 1], but our data has a heavier tail than [8, 1].

Table 3 is obtained by summing over all the 226 cascades
the number of outages in each stage. The initial outages
are the 296 outages in stage 0. The probability distribution
of the number of initial outages is shown in Fig.10a. The
distribution in Fig.10a has a peak at 6 outages that prevents
it being well fit by a Poisson distribution. One reason for
the peak is that some cascades are initiated by a bus outage,
and the relay trips off all transmission lines connected to
that bus simultaneously at the start of the cascade.

Observing outages for one year in this power system would
yield an average of 25 cascades. To show how accurately λ
could be estimated from one year of data, we took 9 nonoverlapping random samples of 25 cascades and estimated
λ for each sample of 25 cascades. A typical result is that
the estimated λ has a standard deviation of 0.14. That is,
assuming normality, an estimate of λ from one year of data
lies within 0.14 of the true value about 68% of the time.
This accuracy can be improved by collecting data over a
longer time or over a larger region.

Table 3: Total number of outages in each stage

1

probability
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Fig. 11: Distribution of total number of line outages estimated using branching process (line) and from empirical
observed data (dots); this log-log plot shows a heavy tail.

To summarize, the line failures are grouped into cascades
and stages according to the failure times and we estimate
the distribution of the initial number of failures and the
propagation λ of the failures and hence estimate the distribution of the total number of line failures using a GaltonWatson branching process model. For this observed data,
the empirical distribution of the total number of line outages is well approximated by the initial line outages propagating according to a branching process with parameter λ.
Estimating λ requires significantly less data than estimating the heavy tail of the empirical distribution so that the
distribution of blackout size may be efficiently estimated
from data observed over a much shorter time. The efficiency of this estimation opens up possibilities of practical
monitoring of power system reliability based on direct observations.

5

Discussion and future directions

This section considers some challenges to be addressed in
modeling cascading failure with branching processes and
future work.
5.1

Efficiency

Methods for quantifying cascading failure become practical when they require a modest number of cascades in a
sample. There is a tradeoff between an efficiently small
number of cascades in a sample and the accuracies of the
estimated branching process parameters and the blackout
size distribution based on these estimates.
Formula (12) for the asymptotic standard deviation of the
b suggests that a standard deviation in λ
b of 0.1
estimator λ
requires about 25 cascades in the sample if there is one initial failure. The line outages observed in the 200 line power

system of section 4 occur at about 25 cascades per year and
b of 0.14.
each year of data yields a standard deviation in λ
Halving the standard deviation would require quadrupling
the number of cascades in the sample to 100, either by
observing data over four years or by monitoring the line
outages over a larger portion of the power system with 800
b requires either
lines. That is, improving the accuracy of λ
waiting longer and having less time resolution or gathering
statistics over a wider area with a loss of spatial resolution.
b is
It is inherent in the method that the estimated value λ
averaged over the time period and spatial extent over which
the cascades were observed.
Describing these temporal and spatial limitations in quantifying cascading failure requires further experience, especially with observed data, before firm conclusions can be
drawn. However, it is seems that the branching process
estimation methods will offer substantial improvements in
efficiency over estimating blackout probability distributions
exhaustively. In particular, in North America, the largest
blackouts occur on a time scale of decades and waiting to accumulate enough statistical data on these blackouts is much
slower than using branching process models that could give
approximate results on a time scale of about one year.
5.2

Elaborations in modeling and data processing

In this paper, we start with the simplest branching process models and estimate a few model parameters without
distinction between types of outages and averaged over the
duration of the cascade, the portion of the network studied, and the sample of cascades. Parsimony in parameters
and simplicity of modeling are desirable, but it is not clear
whether the branching process models require elaboration,
or what is the best processing of data before the branching
process model is applied. For example, it is not clear in
processing line outage data whether a higher voltage line
outage should be given more weight than a lower voltage
line outage. Another example is that if the power system
stress varies over the day, it might be desirable to accumulate data for high stress and low stress periods separately.
Experimenting with the processing is needed.
We are applying a model of random propagation that is
uniform over the duration of the cascade with parameters
estimated by data averaged over the cascade. There could
be changes in the cascading phenomenon as the cascade
proceeds. For example, it is conceivable that λ could decrease over the duration of the cascade as blackout inhibition or saturation effects start to apply. The current
calculations for the Galton-Watson branching process do
allow for estimation of λ before a saturation limit of S is
reached, but we do not yet have a good understanding of
possible saturation effects or whether or how they impact
the computations of cascading failure risk. Saturation effects have been observed as peaks in some simulations of

smaller power systems of the order of 100 buses [16], but
it is unknown whether saturation effects are important in
large power systems. It seems likely that any model of cascading could be expected to break down or become inaccurate at some extreme level of network disconnection, but
simulations on smaller test systems do not provide data to
address this question and the rarity of the largest possible
blackouts of entire interconnections limits the applicability
of observations.
Considerations of method efficiency and applicability typically depend on the range of λ considered. For example,
lower values of λ make saturation unimportant, the stanb depends on λ, and the
dard deviation of the estimator λ
continuous state branching process methods presented in
this paper assume that λ < 1. Further work with realistic
simulations and especially with observed data can determine the range of λ that we are trying to measure.
While there are reasonable arguments for choosing Poisson offspring distributions for the Galton-Watson branching processes, a good choice of the offspring distribution
for continuous state branching processes is an open question. Directly estimating the offspring distribution from
data could be difficult.
The role of time in the branching processes is one area of
possible elaboration of the processing and the modeling,
both in the possibility of modeling the time at which the
failures occur and improving the methods of grouping failures into stages.
5.3

Further testing

This paper initially tests branching process models on cascading line failures in systems of the order of 100 buses
with line outage data observed over one decade and data
simulated by the OPA model of cascading line failures. The
results are promising and further testing on other cases and
larger systems is indicated. It would be particularly useful to test the results on cascading failure simulations with
more modeling detail such as the Manchester model [28, 27]
and TRELSS [31, 19] and any real data summarizing cascading that can be made available for research. If there
is some universality to the gross features of cascading failure in power system blackouts, then many cases need to be
tested to gain confidence in this universality.
The speculation that the propagation λ of line failures is the
same as the propagation λ of load shed that is supported by
the cases considered in section 3.4 should be tested further.

6

Conclusions

We have shown how to test branching process models on observed and simulated power system cascading failure data.
The observed data is grouped into stages according to
the failure times and the simulated data is naturally produced in stages by the OPA model of cascading line overloads. Then the propagation λ and other parameters of the
branching process model are estimated and used to compute the probability distribution of blackout size. The estimator for λ has less bias than the estimator proposed in [14]
when there are saturation effects. Both the number of line
failures and the load shed can be used as measures of blackout size. The models corresponding to these measures are
a Galton-Watson branching process with saturation and a
continuous state branching process respectively. In the case
of the observed outages, the method amounts to predicting
from industry data the statistics of the size of cascading line
outages when the initial line outage distribution is specified.
For the cases examined, which include cascading line overloads on the IEEE 118 bus test system and observations
of line failures on a power system with approximately 100
buses, the probability of blackout size obtained via the
branching process compares well with the probability of
blackout size obtained by observing the power system for
a long time or by exhaustive simulation. Quantifying cascading failure by first estimating branching process parameters requires significantly fewer cascades to be observed
or simulated. This efficiency is key to practical application to monitoring the risk of cascading failure or using
simulations to efficiently quantify the reliability benefits of
proposed upgrades.
The initial results in this paper are promising and further testing of branching process models is warranted using
other cascading failure simulations and other observations
of cascading failures. The bulk statistical analysis of cascading failure using branching process models is developed
here for blackouts, but could also be tested on data for
cascading failure in or between other infrastructures.
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